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HNHcTpyKums s 00y4ar0muxcs
1Mo odecrnevyeHu0 HHPOPMANUOHHON 0€30MACHOCTH
NPH UCHOJIb30BaHUU ceTU « AHTepHeT» 115l pa3MelleHus B Y4eOHbIX
Ka0MHeTax, B KOTOPBIX OCYIIEeCTBJIsIETCH 0CTYll B ceThb « MHTEpHET»

C KaXXIbIM T'OJIOM MOJIOICKH B MHTEPHETE CTAHOBHUTHCS OOJIBIIIE, @ IIKOJBHUKU OJHU U3
CaMbIX aKTHBHBIX IOJIb30Barened PyHera. Mexay TeM, IIOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECeT M MpoOieMbl. JTa MaMATKa JOJKHA IMOMOYb TeOe Oe30macHo
HaXOJUTHCSI B CETH.

KomnbrorepHbie BUpPYyChI

KoMmnbloTepHblli  BHPYC - 3TO  Pa3sHOBUIHOCTb  KOMIIBIOTEPHBIX  IIPOTrpamM,
OTJIMYUTEILHOH OCOOCHHOCTBIO KOTOPOHl SIBISETCS CIHOCOOHOCTh K pa3MHOXEHHI0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCBHI MOTYT MOBPEIUTh WM MOJHOCTHIO YHUUYTOXHUTH Bce (pailiibl u
JaHHBIE, MOJKOHTPOJBHBIE MOJB30BATENI0, OT UMEHH KOTOPOro ObLIa 3alylleHa 3apa)KeHHas
IIPOrpaMMa, a TAKKE MOBPEAUTh WIM JAXE YHUUYTOKUTH ONEPALMOHHYKO CHCTEMY CO BCEMU
¢aitnamu B ienom. B GOJBIIMHCTBE CiTyuaeB pacpOCTPAHIIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTo /1l 3aIUThl OT BPEJOHOCHBIX IIPOTPaMM:

1. Mcnonb3yil COBpEMEHHBIE OINEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBI YPOBEHD
3alUTHl OT BPEJJOHOCHBIX POTPamMM;

2. TlocTosiHHO ycTaHaBIMBal mMaTud (LUQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKH
YCTAQHABJIMBAIOTCS C IENbI0 JOpabOTKHM TPOrpaMMbl) U Jpyrue OOHOBICHHS CBOEH
oTepanroHHOM cucteMbl. CkaunBal UX TOJIBKO ¢ o(uImansHoro caifita pazpadorunka OC. Eciu
CYIIECTBYET PEKHUM aBTOMATUYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

3. Paboraii Ha cBOeM KOMIbBIOTEpE IO MPaBaMH I0JIb30BaTeNs, @ HE aAMHUHHUCTPATOPA.
OTO HE TMO03BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX NPOTPAaMM HMHCTAIMPOBATbCA Ha TBOEM
IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Ucnonb3yi AHTUBUPYCHBIE  NPOTrPAaMMHBIE IPOTYKTHI U3BECTHBIX
MIPOU3BOIUTENECH, C aBTOMAaTHYECKIM OOHOBIICHUEM 0a3;

5. Orpanuyb GU3HYECKHUI TOCTYI K KOMIIBIOTEPY /ISl IOCTOPOHHMX JIUII;

6. Hcnonb3yil BHEIIHKME HOCUTENU MHPOPMALIUH, TaKUE KaK (IIeIIKa, TUCK WK (Qaili u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTKpbIBali KOMITBIOTEpHBIEC (hailiibl, MOJYyYCHHbIE U3 HEHAJEKHBIX HCTOUYHUKOB.
Jaxe Te ¢aiinpl, KOTOpbIe MpHcIal TBOKH 3HAKOMBIN. Jlydllle yTo4HU Y HEro, OTIPABIISLI JU OH
Tebe ux.

Cern WI-FI

Wi-Fi - 3T0 He BuA nepesayu JaHHBIX, HE TEXHOJOTHs, a BCETo JUILb OpeH, Mapka. Emre
B 1991 rony Huaepnanickas kommanusi 3apeructpupoBana opern "WECA", uro o6o3Havano
cnoBocouetanue "Wireless Fidelity", koTopbrit mepeBoauTcst Kak "GecripoBoHAs TOYHOCTH .

Jlo Hamero BpeMeHHM Jolia japyras aOOpeBuaTypa, KOTopas SIBISETCS TaKOM ke
TexHosiorueil. 1o abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JaHO C HAMEKOM Ha CTaHAAPT
BbIcIIel 3BykoBoi TexHuku Hi-Fi, uTo B mepeBoje 03HayaeT "BHICOKAs TOUHOCTD'.

Jla, OecrulaTHBI MHTEPHET-JOCTYN B Kade, OTelsx M a’sporoprax sBISETCS OTINYHOM
BO3MOJKHOCTBIO BBIX0/1a B HHTEpHET. Ho MHOTHE SKCHepThl CYUTAIOT, YTO O0ImIenoCcTynHbIe Wi-
Fi cetn He sBisitoTCcs 6€30MaCHBIMU.

Cogetsl o 0e30macHOCTH pabOTHI B OOIIEAOCTYIHBIX ceTax Wi-fi:

1. He mepenaBaii cBoro in4Hylo HHpopMmanuio uepe3 oOmenoctynHsle Wi-Fi cet.



Pa6oTas B HHUX, KCJIAaTCJIIbHO HC BBOAUTD MMApOJIM AOCTYIIA, JIOTUHBI U KaKHUEC - TO HOMEPA,

2. Wcnonp3yit u 0OOHOBISH aHTHBHPYCHBIE POTPaMMBbl M OpaHaMay3ep. Tem caMbIM Thl
o0e3omacuib ceds OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi orkmoun ¢ynkmuio "OOmuit goctyn k Qainam u
npuntepam". JlanHas (QyHKIMS 3aKpbiTa MO YMOJYaHHMIO, OJHAKO HEKOTOpBIE MOJIb30BATEIH
aKTUBHUPYIOT €€ JUIs y100CTBa HCIIOIb30BaHus B padoTe miu yueoe;

4. He ucnone3yit nyoanunsiid WI-FI s mepenaum JTUYHBIX JaHHBIX, HAPUMEpP JUIS
BBIXOJIa B COL[UAJIbHBIE CETU WM B AJIEKTPOHHYIO IIOUTY;

5. HUcnonp3yit Tonpko 3amuuieHHoe coeauHenue yepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBoAM UMEHHO "https://";

6. B MoOunbHOM Tenmedone otkmoun  pynkmuio  "lloakmiouenne k  Wi-Fi
aBTomarnuecku'". He momyckaii aBTOMaTHYECKOTO MOIKITIOYCHHs yCTpolicTBa K cetsim Wi-Fi 6e3
TBOETO COTJIACHSI.

ConunanbHble ceTH

ConmanbHble CETH aKTMBHO BXOJAT B HAIly >KU3Hb, MHOTHE JIIOAU pabOTarOT M >KUBYT
TaM MOCTOSIHHO, a B Facebook yxxe 3apeructpupoBan MuIHapi 4eJI0BEK, YTO SBISETCS OIHOM
CelbMOM BceX JKuTeNeil IutaHeTsl. MHOTHE MONb30BAaTEIM HE MOHMMAIOT, 4TO HMH(pOpMAaIus,
pa3MelleHHasi UMH B COIIMANIBHBIX CETSAX, MOXKET ObITh Haif/leHa U UCHOJb30BaHa KEM YrOJIHO, B
TOM YHCJIE HE 0053aTeNbHO ¢ OJaruMu HaMepEeHHUSIMU.

OcCHOBHBIE COBETHI IO OE30MTACHOCTH B COLMAIBHBIX CETSX:

1. Orpanuub coucok apy3eil. Y TeOs B ApPYy3bSX HE JOJDKHO OBITh CIyYalHBIX H
HE3HAKOMBIX JIIOACH;

2. 3ammmail cBOIO 4YacTHYIO kH3Hb. He ykaspiBail maposu, TenedoHsl, aapeca, AaTy
TBOETO POXACHUS U APYTYI0 JTUYHYIO MH(OPMAIHIO. 3MOYMBIIICHHUKH MOTYT MCIOJIb30BaTh
naxxe HH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTENH TUIAHUPYETE IPOBECTU KAaHUKYIIBI;

3. 3ammiail cBOO pemyTanuio - IepXkKH ee B YUCTOTE U 3a/aBail cebe BOIpOC: XOTeN Obl
ThI, 4TOOBI APYTrHe MOJIB30BATEIN BUICTH, YTO ThI 3arpyxaems? [logymail, mpexae 4eM 4To-To
OIyOJIMKOBATh, HAIIUCATD U 3arPYy3UTh;

4. Ecny THI TOBOPHIIb C JIFOJABMHU, KOTOPBIX HE 3HACIlb, HE MCIOJb3Yil CBOE pealbHOE
UMS ¥ JPYTYIO JTHYHYIO0 HH(GOPMAIK: UMSI, MECTO JKUTEJILCTBA, MECTO Y4eObl U poyee;

5. U3b6eraii pazmemienus gotorpaduii B UnTepHere, rae Thl H300pakeH Ha MECTHOCTH,
M0 KOTOPOH MOXHO OIPEIETUTh TBOE MECTOIOJIOKEHHE;

6. IIpu perucrpanuu B COLUANBHOMN ceTH HEOOXOAMMO HUCHOJIB30BATh CIOXKHBIE MAPOJIH,
cocTosIre u3 OyKB U QP U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

7. Jns conpanbHON CeTH, TOYTHI M JPYTrUX CAiTOB HEOOXOJIMMO HCHOJb30BATh Pa3HbIC
naposu. Toraa ecnu Te0s B370MAIOT, TO 3JIOYMBIIIJICHHUKH MOJYYaT JOCTYI TOJIBKO K OJJHOMY
MECTY, a HE BO BCE Cpasy.

JIeKTPOHHbBIE IEHbIH

DJNEeKTPOHHBIE JEHBI'H - 3TO OYEHb YIOOHBIM Croco® IuIaTeXel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT IMOJIYYUTh 3TH JICHBTH.

DJNEeKTPOHHBIE JCHBIH MOSIBHJIUCH COBCEM HENABHO M MMEHHO H3-32 3TOTO BO MHOTHX
rocyJapcTBax /10 CUX IOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKUMOHHPYIOT M O HHUX YyXKE IpPOINUCAHO B 3aKOHE, TN HX
pa3fessioT Ha HECKOJbKO BHJOB - AHOHUMHBIE M HE aHOHMMHbIe. PasHuIa B TOM, 4TO
aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcss MPOBOJIUTH Omepanuu 0e3 HASHTH(PUKAUN
M0JIb30BATENs], @ B HCAHOHUMHBIX UJCHTU(UKAIUS TT0JIb30BATENs SBISETCS 00513aTeIbHOM.

Tawke cnenyer paznuuaTh JIEKTPOHHBIE (HATHBIE JCHBIH (PaBHBI TOCYAAPCTBEHHBIM
BAJIOTaM) M JIEKTPOHHBIC He(pUaTHBIE IEHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ MEKTPOHHBIMU JICHbIaMHU:

1. TlpuBsoku K cyeTy MOOWIBHBIN TenedoH. DTo camblif yIOOHBIM M OBICTPBINA CIIOCOO
BOCCTAaHOBHUTH JIOCTYNl K cuery. llpuBs3aHHBIM TenegoH MOMOXKeET, eciau 3adynelb CBOM
IIJIATEKHBIN [1apOJIb WIIM 3aiIeIIb HA CAalT C HE3HAKOMOI'O YCTPOWCTBA;



2. Wcnonp3yil ogHopasoBele napoiu. [lociie mepexoja Ha YCHIEHHYIO aBTOPH3ALUIO
Tebe yxe He OyAeT yrpokKaTh OMACHOCTh KPaXkKH WIIM NepexBaTa IIATeKHOTO MapoJis;

3. Boibepu crnoxsbiii mapoisis. IlpectynHukam OyAeT He NMPOCTO yraiaTh CIIOXHBIN
naposs. HajnexxHsle napoiu - 3To Napoii, KOTOPhIE COAEPkKAT HE MEHEE 8 3HAKOB U BKIIIOUYAIOT B
ce0si CTpOYHbIE M IPOTHCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAaKHWE KaK 3HAK J0JUIapa,
¢byHTa, BOCKIMLATEIbHBIN 3HaK 1 T.11. Hanmpumep, $tROng!;;

4. He BBOJM CBOM JIMUHBIE JAHHBIE HA CaliTax, KOTOPHIM HE JOBEPSCIlb. JJIEKTPOHHAS
noyra

DNEKTpOHHAs M0YTa - 3TO TEXHOJOTUS U MPEJOCTABISIEMBIE €10 YCIYTHU 10 NMEPECHIIKE U
MOJIyYCHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOpBIE pPACHpEesioTCs B KOMIIBIOTEPHOH CEeTH.
OOBIYHO 3JEKTPOHHBIN MOYTOBBIH SAIMKK BBITJISAUT CIEAYIOMIMM 00pa3oM: UMs MOJIb30BaTeNs (@)
uMs_jaoMeHa. Takxke KpoMme Iepefayd MpPOCTOro TEKCTa, UMEETCS BO3MOXKHOCTb IE€pPENaBaTh
Gbaitisl.

OcHOBHBIE COBETHI IO OE30MacHO paboTe ¢ HNEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh MpaBUIIBHBIN MMOYTOBBIA cepBUC. B MHTEpHETE ecTh OrpOMHBIN BBIOOP
OecIuIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle JOBEPSITHh TEM, KOTO 3HACIIb U KTO MEPBBINA B
pEeUTHUHrE;

2. He yxka3piBail B TUYHOM modYTe JU4HYI0 MHpopMmanuto. Hampumep, syuiie BoIOpaTh
"My3bIKaIbHBIN (haHaT@" wium "pok2013" Bmecto "temal3";

3. Mcnonp3yil ABYX3TallHYI0 aBTOPU3ALHMI0. JDTO KOI'JIa IOMUMO MapoJisi HY’)KHO BBOJUTh
KOJI, IpHUChLIaeMblil mo SMS;

4. BeiOepu cnokHbIH Taposib. JIJis KakI0ro TMOYTOBOTO SIIMKA JOJDKEH OBITH CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY [1apOJIb;

5. Ecan ectb BO3MOXKHOCTH HAIMCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YH 3TY
BO3MOKHOCTb;

6. Mcnonp3yil HECKOJIBKO NOYTOBBIX SIIMKOB. IlepBBI [UIsi YaCTHOW MNEPENHUCKHU C
azpecaTaMM, KOTOPBIM Tbl JIOBEpSEIIb. JTO 3JIEKTPOHHBIM aJIpec HE HaJ0 MCIOJIb30BaTh IpU
perucTpaiuu Ha GopyMmax u caiTax;

7. He oTkpbiBail (aitnbl U Ipyrue BIIOKEHUS B MHCbMax, AK€ €CIU OHM MPUIUIA OT
TBOMX JIpy3ei. JIyullie yrouHu y HUX, OTHPABIISIIN JIM OHU TeOe 3TH (hailibl;

8. Ilocne oxoH4YaHMs pabOTHl Ha IOYTOBOM CEPBHCE IEpe] 3aKPhITHUEM BKIAIKH C
caiiToM He 3a0y/b Ha)kaTh Ha "BeiiiTu".

Ku0epOyJIMHT WM BUPTYAJbHOE M3/1€BaTe/1bCTBO

KubepOymnuHr - mpecienoBaHUE COOOIIEHUSMHU, COACPKAIMUMU  OCKOPOJICHUS,
arpeccuio, 3alyruBaHue; XyJIUTraHCTBO; COIMAIbHOE OOWKOTHPOBAHUE C TIOMOIIBIO Pa3IMYHBIX
UHTEPHET CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITHHIOM:

1. He Opocaiics B 60ii. JIydmuii cnoco0: mOCOBETOBAThCS Kak ce0s BECTH W, €CIIA HET
TOr0, K KOMYy MOXHO OOpaTUTBCS, TO BHayale YCHOKOUThCS. Ecnu Thl HayHEeIb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO emle O0JIbIe pa3oskiKellb KOH(IHKT;

2. VYmnpasisii cBoeil kubeppernyranueii;

3. AHOHUMHOCTh B ceTu MHHMas. CyIecTBYIOT CHOCOOBI BBIICHHTb, KTO CTOMUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUN 00pa3 BUPTYaJIbHOM XU3HHU. VIHTEpHET (PUKCUpPYET Bce
TBOM JICHCTBUS U COXpAHSET UX. Y AATUTh UX OyJeT KpailHe 3aTpyIHUTEIbHO;

5. CoOumronaii cBOI0 BUPTYAIbHYIO YECTh CMOJIOJY;

6. Vrnopupyit enuHnuHbIi HeratuB. OJHOPa30BbIe OCKOPOUTENbHBIE COOOIECHUS TyUllle
UrHOpUpOoBaTh. OOBIYHO arpeccHst MPeKpaIlaeTcs Ha HauyalbHOM CTalny;

7. ban arpeccopa. B mporpaMmmax oOMEHa MIHOBEHHBIMH COOOLICHUSMH, B
COLIMANIBHBIXCETSAX €CTh BO3MOXKHOCTH OJIOKHPOBKM OTIPABKU COOOLICHWN C ONpeAeTIeHHBIX
aJIpecoB;

8. Eciu Tl cBuumetens kubOepOyummHra. TBou JAEHCTBHS: BBICTYNHTH HPOTHB



npecienoBarens, MOKa3aTb €My, YTO €ro JACHCTBHs OLIEHMBAIOTCS HETaTHUBHO, IMOAJEpPXKAaTb
KEpTBY, KOTOPOIl TOMOIIb, COOOLTUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEJCHHUS B CETH.

9. MoonabHbIN TeaedoH

CoBpeMeHHble CcMapT(OHBI M IUIAHLIETH COJIEpXKaT B cebe BIIOJHE B3POCIHBIH
(GyHKIMOHAN, W TEHmepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAllMOHAPHBIMH KOMIIBIOTEPaMH.
OnHako, CpeACTB 3alUTHI U TOJOOHBIX YCTPOMCTB MOKa O4e€Hb Majo. TecTupoBaHUE M TOUCK
ySI3BUMOCTEH B HUX NMPOMCXOIUT HE Tak MHTEHCUBHO, Kak mis IIK, To xe camoe kacaercs u
MOOMJIBHBIX MPUIIOKEHUH.

CoBpeMeHHbIE MOOUIIBHBIE Opay3ephl yXKe MPaKTUYEeCKU JOTHAIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacmmpeHue (YHKIIMOHANA BIeYeT 3a CO00 OOJBINYI0 CIOKHOCTh U MEHBIIYIO
3alIUIEHHOCTD.

Jlaneko He Bce MPOM3BOJIUTENH BBIMYCKAIOT OOHOBJICHUS, 3aKpPHIBAIOIINE KPUTHUECKHE
YSI3BUMOCTH JIJIS1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€30MaCHOCTH MOOMIIBHOTO TeNedoHa:

Huuero He siBnsieTcs mo-HacTosieMy OecriaTHbIM. Byab ocTopoxeH, Beab Korja tede
IpeUIaraoT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe - TO IUIaTHBIE YCIYTH;

Hymaii, npexnae yeM otnpaButh SMS, ¢oTo mim Buzaeo. Thl TOYHO 3HAENIb, e OHU
OyAyT B KOHEYHOM UTOTE?

Heo0x011Mo0 06HOBIATE ONEPALMOHHYIO CHCTEMY TBOEro cMapTdona; Mcnonb3yit

AHTUBHUPYCHBIE MIPOTPAMMBI 11 MOOMIIBHBIX TeJIe(OHOB;

He 3arpyxaii npuaoxeHus OT HEM3BECTHOTO UCTOYHHKA, BEJIb OHH MOTYT COJepKaTh
BPEIOHOCHOE MPOTrpaMMHOE 00ECTIeYeHHE;

[Tocne Toro Kak ThI BBIiIEIIb C caiiTa, I/1€ BBOIWII JIMYHYIO HHPOPMALIKIO, 3211 B
HACTpOWKH Opay3epa U yaanu cookies;

[lepuoanyecku mpoBepstii, KaKue IJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOif HOMep MOOMIIBHOTO Tee(oHa TOJIBKO JTOASIM, KOTOPBIX Thl 3HACIIb H KOMY
JIOBEpSICIb;

Bluetooth momken ObITH BBIKIIIOUEH, KOTIa TH UM HE ToJib3yelibest. He 3a0biBail mHOT 1A

MIPOBEPATH 3TO.

Online urpsl

CoBpeMEHHbIE OHJIAH-UTPBl - 3TO KPAcOYHbIE, 3aXBATHIBAIOLIUE Ppa3BIICUCHUS,
00BEeTMHSIOINE COTHU THICSY YEJIOBEK MO BceMy MHUpy. rpoku uCCIeayroT AaHHBIH UM MHD,
0OIIaI0TCs APYT € APYTOM, BBIMIOJIHSIOT 3a/IaHUS, CPAKAIOTCA C MOHCTPAMH M MOJYYaOT OTIBIT.
3a yIOBOJBCTBUE OHM IUIATAT: TMOKYNAIOT JUCK, OIUIAYMBAIOT aOOHEMEHT WJIM NPHOOPETaroT
KaKHe-TO OILHUU.

Bce 3t cpenctBa MAOyT Ha MOJJAEP)KAHWE M PAa3BUTHUE WIPBl, a TaKXKe Ha caMy
0€301aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBl aBTOPU3ALMHU, BBITYCKAIOTCS HOBBIC MAT4U
(umdpoBbIe 3amIaTKy UIs IpOTpaMM), 3aKphIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nonoGHBIX UTrpax CTOUT OIacaTrbCs HE CTOJBKO CBOUX CONEPHHUKOB, CKOJBKO KPaXKH
TBOETO MapoJIst, HA KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIIUH OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO OE30MTACHOCTH TBOETO UTPOBOTO AKKayHTA:

1. Ecnu apyroit urpok BezieT ce0s II0X0 WK CO3/1aeT TeOe HEMPHUATHOCTH, 3a0JIOKUpPYH
€ro B CIIMCKE UTPOKOB;

2. Iloxamyiicds agMUHUCTpaTOpaM MWIpbl Ha IIJIOXO€ MOBEJEHHE 3TOr0 HIPOKa,
JKEJIaTeIbHO MPUIIOKUTh KaKHE-TO 10KA3aTelbCTBAa B BU/I€ CKPHUHOB;

3. He yka3biBaii mnunyro nHopmMarmio B npodaiiie urpsl;

4. VYBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBail HeopHIIMaIbHbIE TATYA U MOJIBI;

6. Vcnomnp3yil cI0KHBIE U pa3HbIe APOJIH;

7. Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJIIOYaTh aHTUBMpYC. [Ioka Thl Urpaelb, TBOK
KOMIIBIOTEP MOTYT 3apa3uTh.



@UIIMHT M KPaKa JIMYHBIX JTAHHBIX

OObIUHOM Kpaskel NeHer M JOKYMEHTOB CErojHs YK€ HHKOTO HE YIUBHUIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJOTHH 3JOYMBIIIJICHHUKH TEPEMECTHIIUCh B  WHTEPHET, |
MIPOJIOJKAIOT 3aHUMATHCS "TIOOMMBIM" JTEIIOM.

Tak mosiBMIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUIIUHT, TJIaBHAS LIEJb
KOTOPOTO COCTOUT B IOJIyYCHMHM KOH(HICHIMAIbHBIX IAHHBIX I10JH30BATENEH - JOTMHOB H
naposieil. Ha anrnuiickom s3bike phishing untaercs kak ¢ummuar (ot fishing - peiOnas noBs,
password - mapoJb).

OcHOBHBIE COBETHI IO O0pHOE ¢ PUIMHTOM:

1. Cnemn 3a cBouM akkayHTOM. Ecnmu Thl mojo3peBaelib, 4YTO TBOs aHKETa ObLIa
B3JIOMaHa, TO HE0OXOMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 ITOM
KaK MOXKHO CKOpee;

2. Ucnonp3yii Oe30macHbIe BEO-CAlTHI, B TOM YKCIIE, MHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHCTEM;

3. Hcnonp3yit cioXHbIE U pa3Hble maposd. Takum oOpas3oM, eciu Tedst B3JIOMAIOT, TO
3TIOYMBIIIJICHHUKH MOJTYy4aT JOCTYI TOJBKO K OJTHOMY TBOEMY MPO(UIIO B CETH, a HE KO BCEM;

4. Ecnu 1e0st B3110Maiu, TO HEOOXOAUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no0aBeHBI Y TEOS B IPY3bsiX, O TOM, 4TO TeOS B3IOMAIU U, BOBMOXKHO, OT TBOETO UMEHH Oy/eT
pacchlIaThCs ClIaM M CCHUIKH Ha (PUIIMHTOBBIC CAMTHI;

5. YcranoBu HanexHsbIi naposb (PIN) Ha MOOMIIBHBIN TenedoH;

6. Otkioun coxpaHeHHe MapoJisi B Opaysepe;

7. He oTkpbiBaii ¢ailnel 1 qpyrue BIOKEHHUS B MUChbMaX, JaK€ €CIM OHM MPUILIH OT
TBOMX JIpy3ei. JIyullie yrouHu y HUX, OTHPABIISLIN JIM OHU TeOe 3TH (aitibl.

Hudgposas penyranus

[Mudposas peryraius - 3T0 HeraTUBHAs WM MO3UTHBHAs MH(pOpMaIMs B ceTu o Tebe.
Komnpomerupyromas uHGopmanus, pasMelieHHas B MHTEPHETE, MOXKET CEPbe3HbIM 00pa3zoM
OTpa3uThcs Ha TBOEH peanbHON ku3HU. "Lludposas pemyramus" - 3TO TBOH UMHJUK, KOTOPBIHA
dbopmupyercst u3 uHGopmaluu o Tede B UHTEPHETE.

TBoe MecTo JKUTEeNbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapaKTepa
U pacckas3bl 0 OJM3KUX - BCE ATO HAKAIUTMBAETCS B CETH.

MHor#e moJpoCTKH JIETKOMBICJICHHO OTHOCSTCA K MyOJMKALUU JIUYHOW MHPOPMALUH B
NHTtepHeTre, HE TOHUMAsE BO3MOKHBIX IOCIEACTBUN. ThI 1ake HE CMOXKeEIIb JOrajaTbCs O TOM,
4To (oTorpadusi, pazMelIeHHas 5 JIeT Ha3aJ, cTajla MPUYUHON OTKa3a MPUHATH TeOs Ha padoTy.

Kommenrapuu, pasmemienue TBOUX ¢ororpaguil M apyrue JeicTBHS MOTYT He
MCYE3HYTh Ja)K€ IOCJe TOTO, KaK Thl WX yJalulib. Thl HE 3HAaellb, KTO COXPAaHWI 3Ty
uH(pOpMaIINIO, TOTaja JIM OHA B TMOMCKOBBIE CHCTEMBl U COXPAaHWJIACh JIM OHA, a IJIABHOE: YTO
MOJIyMAIOT O TeOe OKPYKAIOLIUe JIIOIU, KOTOpble HaixyT u yBuaar 3to. Haiitn nnpopmanmio
MHOTO JIET CIyCTSI CMOXXET JI000# - Kak U3 JOOphIX MOOYXAEHUH, TaK U C HaMEpeHHEM
NPUYUHHUTD Bpe. DTO MOKET OBITh KTO YI'OJTHO.

OCHOBHBIE COBETHI MO 3aIIUTE UPPOBON penyTaluu:

1. Ilogymaii, mpexzae 4eM 4To-TO IMyONUKOBaTh W MNeEpeaaBaTh y ceOst B Onore Wi B
COIIMANBHOM CETH;

2. B HacTpoiikax npouist yCTaHOBU OTPAaHUYEHHUS HA IPOCMOTP TBOETO MPO(UIISL U €ro
COJZIEP’)KUMOT0, ClIENIall €ro TOJIbKO "I apy3ei";

3. He pa3memiaii u He yka3piBail HH(pOpMAIUIO, KOTOpast MOXKET KOTO-TH00 OCKOPOIATH
WA OOMXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE UIKOJBPHUKH - AaKTUBHBIE TOJB30BATENH IIM(PPOBOrO IMPOCTPAHCTBA.
OnHako Jajeko He BCe 3HAIOT, YTO TOJIb30BAHWE MHOTMMHU BO3MOXKHOCTSIMH ITH(POBOTO MHUpPA
TpeOyeT COOI0CHUS TPAaB HAa MHTEIIEKTYabHYI0 COOCTBEHHOCTD.



Tepmun "uHTeNNEKTyaldbHas COOCTBEHHOCTH'"' OTHOCHUTCS K PAa3IMYHBIM TBOPEHHSIM
YeJIOBEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETEeHUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBas KHUTaMu, ¢ororpadusiMu, KUHOPHUIBMAMHU H
MY3BIKaJIbHBIMU ITPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEIUIEKTYyaIbHYI0 COOCTBEHHOCTh HA MPOU3BEACHUS
HAyKH, JJUTEPATypPhl U UCKyCcCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAYECTBE FapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUN TPy aBTOpa He OyIeT HampacHBIM, JAaCT €My CIpaBeAIHBBIC
BO3MOJKHOCTH 3apaboTaTh Ha pe3ylbTaTaX CBOErO TPy/a, MOJyYUTh U3BECTHOCTh M NMPU3HAHUE.
Huxkro Ge3 paspernieHust aBTopa He MOKET BOCIPOU3BOIUTH €r0 IMPOU3BEICHUE, PACTIPOCTPAHSATD,
nyOJIMYHO JIEMOHCTPHUPOBATh, IPOJaBaTh, HMMIIOPTUPOBATh, IYCKaTb B MPOKAT, MyOIUYHO
UCTIOJHATD, TTOKA3bIBATh/UCIIOJIHATH B 3(Upe WM pa3Memars B MIHTepHeTe.

Hcnonp3oBaHue "MUpaTcKkoro" mporpaMMHOTO 00eCTIEYeHUsI MOYKET MTPUBECTH K MHOTHUM
pUCKaM: OT TOTEpU AAHHBIX K TBOMM AaKKayHTaM J0 OJOKHPOBKH TBOETO YCTPOWCTBA, TJe
yCTaHOBJIEHA HeJleranbHas nmporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYILECTBYIOT JIETAIbHbIC
u OecruiaTHbIE POTrPaMMBI, KOTOPbIE MOKHO HAiTH B CETH.

O noprane

CereBnuok.p) - TBOW TIJIaBHBIM COBETYMK B CETH. 3/1€Ch Thl MOXENIb Y3HAaTh O
0€30IIaCHOCTH B CETH TMOHSATHBIM M JIOCTYIHBIM SI3bIKOM, a TPU BO3HUKHOBEHHH KPUTHUECKOU
CUTyallud OOpaTUTHCS 3a COBETOM. A TaKKe NMPHHATH y4acTHE B KOHKYPCaX M CTaTb CaMbIM
U(POBBIM T'PAKIAHUHOM !



HHCTPYKIUS JJIS1 OB YUAIOIIUXCSI
Ob UHOOPMAIIMOHHOM
BE3OINACHOCTH

HEJIb341:

1. BceMm moapsin cooOmaTh CBOIO YacTHYIO MH(pOpManuio (Hactrosmue uMs, (haMumio,
tenedoH, aapec, HOMEp LIKOJIBL, a Takke (GoTorpaduu CBOM, CBOCH CEMbH U JIpy3eil);

2. OTKpbIBaTh BIOKEHHbIE (DaiiiIbl 37I€KTPOHHOM MOYTHI, KOT/1a HEe 3HACIIb OTIIPABUTEIIS;

3. I'pyOuTs, mpuanpaThcs, OKa3bIBaTh JaBJICHUE - BECTU ce0si HEBEXKIIMBO M arpECCHBHO;

4. He pacnopspkaiicsi JeHbraMu TBOSH ceMbu 0€3 pa3pelieHus CTapIluX - BCeraa
CIpaluBai poauTeNeH;

5. He Bcrpeuaiics ¢ MHTepHET-3HAKOMBIMHU B peaibHOU KU3HU - IIOCOBETYHCA CO
B3POCIIBIM, KOTOPOMY JOBEPSCILIb.
OCTOPOXHO:

1. He Bce mumyt npaBay. Yuraems o cebe HenpaBay B MHTepHeTe - cooOuiu 06 3ToM
CBOMM POJUTENSIM WJIM ONEKYHAM;

2. IlpurnamaroT nepenuchiBaThCs, UrpaTh, 0OMEHUBATHCS - IPOBEPH, HET JIU MOABOXA;

3. HesakonHoe konupoBaHue ¢aiisioB B IHTepHETE - BOPOBCTBO;

4. Bcerna paccka3biBail B3pOCIIbIM O IIpoOIeMax B CETH - OHU BCETa MOMOTYT;

5. Hcnonb3yil HacTpoiiku 0€30macHOCTH W NPUBATHOCTH, YTOOBI HE MOTEPSTH CBOU
aKKayHTBI B COLICETSIX U APYrMX NopTajiax.
MO’KHO:

1. VBaxail ipyrux nosb3oBareiei;

2. Tlonw3yenibcss THTEpHET-UCTOYHUKOM - JI€ail CChUIKY Ha HETO;

3. OTkpsIBail TONBKO T€ CCBIIKHU, B KOTOPBIX YBEPEH;

4. OGImaThcs 3a MOMOIIBIO B3POCIIBIM - POJIUTEIH, OTIEKYHBI M aIMUHHUCTPALIUS CAUTOB
BCEr/Ja IIOMOTI'YT;

5. Ilpoitnu oOydenue Ha caifte "CeTeBUYOK" U MOJIYYH MACHOPT HUPPOBOTO

rpaxxaaHuHal
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